MATEPHAJIBI
JJIA 4YJICHOB PIH(bOpMaI_II/IOHHO'HpOHaPaHHI/ICTCKI/IX rpyIimn
(Mait 2021)

OcHoBHBIE acneKThI NPOpUIaAKTHKN KHOepnpecTtynHocTH B PecmyOinke
beaapych

Mamepuan noocomosnen
Axaoemueti ynpasnenus npu Ilpezuoenme Pecnyoauxu benapyco
Ha OCHO8e c8edeHUll
Cneocmeennozo komumema Pecnyoauxu benapyco, Munucmepcmea enympennux
oen Pecnybnuxu benapycs, ungopmayuonnozo acenmcemea «benTA»

B wHacrosimee Bpemsi HHTEepHET W KOMIBIOTEPHBIE TEXHOJOTHUH
CTPEMUTEIBHO MPOHHUKAIOT BO Bce C(hephl >KU3HENEATEIbHOCTH YEIOBEKA.
C omHOI CTOpPOHBI, 3TO OTKPBIBAET Mepe]l OENOPYCCKUMH Tpa)kIaHamMu M
OOIIIECTBOM PsiJ] IEPCIIEKTHUB, C IPYTOil — BIICYET MOSBICHUE HOBBIX PUCKOB U
yrpo3. Tak, OypHOe pa3BUTHE TEIEKOMMYHUKAIIMOHHBIX TEXHOJOTHUH,
CTPEMHUTENbHBIA  POCT YMCIA DJICKTPOHHBIX  YCTPOMCTB U YCIHYT,
MPEIOCTABIAEMbIX HACEJCHUI0 C HCMIOJIb30BaHUEM HH(GOPMAIMOHHBIX
TEXHOJIOTUH, MPUBEJIO K YBETUUCHHUIO KOJIMYECTBA KHOEPIPECTYIIICHUH.

benapych, kKak W Jpyrue TocyqapcTBa, HE MOXET WTHOPHUPOBATH
NPUHIMIIUAIEHO ~ HOBBIE  PUCKM,  CBSI3aHHBIE C  MPOHMCTEKAIONICH
unopmaruzamuei. Kak ormerun B xoae VI BcebGenopycckoro HapoaHOTO
coOpanus Ilpesunent Pecnyonuku benapycs A.I'.JlykameHko, «He ymaiss
PEUMYIIECTB, BO3MOXXHOCTEH W TEPCIEKTUB, KOTOPHIE OTKPBUI UYEJIOBEKY
uH(OPMAIIMOHHBIN MHP, MBI JOJIKHBI 00paTUTh BHUMAaHUE HA €r0 OOpaTHYIO
CTOpOHY. VICKyCCTBEHHYIO peanbHOCTh, KOTOpas Jajia 3eJIeHbI CBeT
MaHUIYJSAIUAM, OOMaHy, TWPECTYIJICHUSM, TOTBOPCTBYET HU3MEHHBIM
WHCTHHKTAaM YeJIOBEKay.

Bompocel  umdpoBoit  TpaHcpopMaluMh — MPECTYNHOCTH  CErOJIHS
SIBIISIFOTCS OJHUMH M3 HaubOosee 3710004HEBHBIX. [ OT TOro, HACKOJIBKO
3¢ (dEeKTHBHO yAacTCs MPOTHBOCTOSTH ATOMY BBI30BY, 3aBHUCUT HE TOJBKO
3alMIIEHHOCT, TIPpaB W HMHTEPECOB TpaxkaaH, HO U HWHGOOpPMAIMOHHAs
Oe3omacHOCTh oOmecTBa W TocydapcTtBa. [Ipw >TOM yHHMBEpCAIBHBIX
MOJXO/IOB, MO3BOJISIFOILIAX s dexTuBHO MIPOTUBOJECHCTBOBATH
BBICOKOTEXHOJIOTUYHBIM ~ TMPECTYIUICHUSIM, HE BBIPAaO0OTAaHO HU OIJHUM
roCy/1apCTBOM MHpA.

Cnpasouno.
Hecmomps Ha npunumaemvle mepol, HA NPOMANHCEHUU NOCTEOHUX Jlemm

6 Pecnybnuxe bBenapycv Habawoaemcs yCmouuuswlii pocm KOJIUHecmed
pecucmpupyemvix kubepnpecmynienuii: ¢ 2015 200y — 2 440 npecmynaenuil,
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6 2016 — 2 471, ¢ 2017 — 3 099, ¢ 2018 — 4 741, ¢ 2019 — 10 539,
6 2020 — 25 561.

H3zyuenue medncoyHapoOHo2o0 onvlma noxaszviéaem, Ymo yeeaudeHue
yucna KubepnpecmynieHul C80UCMBEHHO DONbUUHCIMEY 20CYy0apcme Mupa.
K npumepy, 6 Poccutickou @edepayuu 4ucio maxkux y20i08HO HAKA3YEMbIX
oesnuti 8 2020 200y svipocno Ha 73,4%, a ux yoenvhuwviii 6ec ¢ cmpykmype
npecmynnocmu cocmasui 25%.

Cpenu ¢axkTopoB, CTUMYJHPYHOIINX POCT KHOepHpecTymJIeHHUH,
MOYHO BBIJIEIUTH CIEAYIOIINE.

Omnepexawmue TeMnbl ocBoeHusi cetu HUHTepHer B PecmyOunke
bemapyces. Tak, B 2020 romy mAoJisi HaceleHUd HaIEW CTPaHBbI,
nonep3ytomerocss  MutepHerom, cocraBuna  85,1%; 1o  mioTHOCTH
IIPOHUKHOBEHHS IIHUPOKOIIOJIOCHOTO JaocTtyna B ceTh HTepHer bemapychk
BBIIILJIA HA CPEIHEEBPOINEHCKUE TTOKA3aTENH, a IO CKOPOCTH — HA MEPENOBbIC
MO3HIUU B MUPE.

YpoBeHb KOMIBIOTEPHON TIPAMOTHOCTH TIPAKIAH HEA0CTATOYHO
BBICOK, OTCTAaeT OT CKOPOCTH BHeIPEHHs] TeX WM HHBIX KOMIbIOTEPHBIX
CHCTEM B MOBCEIHEBHYIO KM3Hb. KpoMme TOro, MHOrMe rpaXiaHe HeTOCTaTOYHO
OTBETCTBEHHO OTHOCATCS K 3allIUTE U OE30IACHOCTH COOCTBEHHOM MH(pOPMALIUK U
JIMYHBIX TAHHBIX.

YckopeHHbIT mepexoa MHOrux cep 00IIeCTBEHHBIX OTHOLICHWIA,
BKJIIOYAsI TOBAPHBIA M [IEHEKHbII 000POTHI, B HHTEPHET-MPOCTPAHCTRBO,
BBI3BAaHHBIN pacrpocTpaHeHneM KkopoHaBupycHou uHdekiun Covid-19.

Pa3Butre MUCTaHIIMOHHBIX CHOCOOOB COBEPIICHHS MPECTYIUICHUM, MPH
KOTOPBIX OTCYTCTBYET MPAMOM KOHTAKT MEXAY 3JO0YMBIIUICHHUKAMH U HX
JKEPTBaMH, MPUBEJIO K TOMY, YTO KHOEPIPECTYIJICHUS YT U3 (PU3NYECKOMN
pPEaJbHOCTH B OHJIAWH-TIPOCTPAHCTBO. B LENAX NPOTUBOJIEUCTBUS JaHHBIM
npaBoHapyuieHusM, 26 maprta 2021 r. B Pecniyonuke benapych Obu1 yTBepxaeH
KOMIUIEKCHBI ~ IJIaH  MEpPONPUATHN, HANpPABJICHHBIX HA  IPUHATHE
3¢(GEeKTUBHBIX ~ MEp 1O  MPOTUBOACUCTBUIO  KHOEPHPECTYILICHHSIM,
npoUIaKTHUKE WX COBEPIIEHUS, TOBBIIICHUIO MU(POBONM TPaMOTHOCTU
nacenenus Ha 2021-2022 roas!.

Ymo maxoe kubepnpecmynHocmos?
Ymo omnocumca K KOMRbIOMEPHBIM RPECHYnaeHUAM?

B macrosimee  BpemMss  TIpM  XapaKTEPUCTUKE  KOMITbIOTEPHBIX
MPECTYIUICHUM UCIHOJIb3YeTCS IENbI  psif  TOHSATHM: «MHGOPMAIIMOHHOE
NPECTYIUICHUE»,  «KHOEpPHpPECTYIUICHHE»,  «IpecTyiuieHue B cdepe
KOMIBIOTEpHON  WHpOpMaMm», «IpecTymieHHe B  cdepe  BBICOKHX
TEXHOJIOTUI», «BUPTYATbHOE MPECTYILIICHUE.

CormacHo neicTBYyIOMEMY 3aK0OHOAaTeNbCcTBY PecyOnmku benapycs, B
COJIEp>KaHUE TTOHSTUS «KKOMITbIOTEPHAS IPECTYTHOCThY BKIIIOYAIOT:



1) npecTyruieHus MIPOTHUB uH(}OPMAIIMOHHON 0e30MacHOCTH
(MomuduKas  KOMIBIOTEPHOH  WH(POpPMAIMK, HECAaHKIIMOHUPOBAHHBIM
JOCTYIl K KOMIIBIOTEPHOW HWHQOpMAaIuu, KOMIIBIOTEPHBI  Ca0OTax,
HEMPABOMEPHOE 3aBJIaJICHUE KOMIIBIOTEPHOW HWHQpopmMaluen, pa3padoTka,
UCIIOJIb30BaHUE  JIMOO  pacHpOCTPAHEHHE  BPEIOHOCHBIX  IPOTPaAMM,
HApPYIIEHUE MPABUJ SKCIUTyaTallMd KOMIBIOTEPHOW CHUCTEMBI WM CETU U
ap.);

2) XUIIEHUS TyTEM UCTOJIb30BAHUS CPEJICTB KOMITBIOTEPHON TEXHUKHU;

3) U3roTOBJIEHHE U PACTIPOCTPAHEHUE MOPHOTPAPHUUECKUX MATEPUATIOB
WIM TPEIMETOB MOPHOTpaUUYECKOro xapakrepa, B TOM UHUCIE C
1M300paKEHUEM HECOBEPIIICHHOJIETHETO;

4) uHBIC TIPECTYIICHUSI, TaK WJIM UHAYE CBSI3aHHBIC C UCTOJIb30BAHUEM
KOMIIBIOTEPHOM  TEXHUKH. JIOBEACHHE JO  camMoyOWiicTBa  IyTeM
CUCTEMATHYECKOI'O YHUKCHUSA JIMYHOTO JIOCTOMHCTBA yepes
pacrpocTpaHeHHE KaKuUX-IM0O0 CBeIeHWM B ceTh MHTepHeT; pasriameHue
BpaueOHOW TailHbl; HE3aKOHHOE coOupaHue JMOO pacnpocTpaHEHUe
uHpopMaIMyu 0 YaCTHOM >KM3HM; KJIEBETa; OCKOPOJICHUE; PaclpOCTpPaHECHUE
JI0KHOW MH(OpMAaIMK 0 TOBapax M ycCIyrax; 3aBEJOMO JIOKHOE COOOIIECHHE
00 OINAacHOCTH; IIMUOHAX; YMBIIUICHHOE JIMOO 10 HEOCTOPOXKHOCTH
pasriaiieHue TOCYJApCTBEHHOW TaWHBI; YMBIIUIEHHOE  Pa3rjallleHUE
CIIyKEOHOM TalHbBI U AP.

Takum o0pa3oM, K KOMNBITEPHBLIM NPECTYNJIEHUSAM OTHOCSITCS
IIPABOHAPYIIECHUS, MNPU COBEPIICHUH KOTOPBIX CPEJICTBA KOMIIBIOTEPHOM
TEXHUKU BBICTYMAIOT KaK OPYAMs COBEPIICHUS] MNPECTYIUICHUsS 00 Kak
MPEAMET MPECTYIHOTO MOCATATENBCTBA.

Cnpasouno.
B 2020 200y 6 Pecnybauxe benapyco 6ce2o ObL10 3apecucmpupo8ano

95 mouic. mpecmynnenuti, uz Hux Oonee 25 mvic. — 3MO KOMNbIOMEPHbIE

npecmynnenus (92% om xomopuvlx cocmaesnsiiu xuwenust). B mo owce spems

ewe 6 2014 200y ux uucrenmocmsv cocmaeéusinia ececo 2,3 molc., T.e.
HaoOar0aemcs pocm nO00OHBIX npecmynienuil ooaee uem ¢ 10 pas.

B uem cocmoum uenv kubepnpecmynnurkog?

Kak mnpaBmno, KuOepnpecTymHHMKH BBIIAIOT ce0s 3a Joned u3
JICUCTBYIOIIMX HAa 3aKOHHBIX OCHOBAaHUAX OpPraHW3aluid MW YYPEKICHUH,
4yT00bI 00MAHOM BBIHYAUTH IPAKIAH PACKPBITH JUYHYI0 MHPOPMAIUIO
U NPeA0CTABUTH NMPECTYNNHUKAM JIEHbIH, TOBAPbI U/UJIM YCJIYTH.

MuitieHpl0  KUOEPHpPEeCTyMHUKOB ~ CTAHOBATCA ~ MH(MOPMAIIMOHHBIC
pPECYpPChI, MPUHAJICKAITIE OAHKOBCKOMY CEKTOPY, TOCYIapCTBEHHBIM OpraHam
U KOMMEPUYECKHM OpraHu3alusaM, a Takke KOH(pUACHIIMAIbHAs WH(popMaIus,
MIEPCOHAJIbHBIC JTAHHBIC, UMYIIIECTBO U JICHEKHBIC CPEICTBA TPAXKIAH.

Kaxkue euodvt kubepnpecmynnenuii
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6bLOCIAION 8 OMHOUICHUU 2PpadCcOan?

Hawunb6Goiee pacIpoOCTPaHEHHbIM BUI0OM MPOSIBIICHUSA
KHUOEPHPECTYMHOCTH SIBJISICTCSI XHUIIEHHE JIeHEeKHbIX CPeICcTB ¢ KapT-
cueToB rpaxnad. [IpuyeM B OOJBIIMHCTBE CIIy4yaeB 3TH MPECTYIUICHUS
CTAHOBSITCS BO3MOXXHBI B pe3yJibTaTe OCCHeYHBbIX JEUCTBUUA CaMHX
MOTEPIEBIINX, MPEIOCTABUBIINX PEKBU3UTHI JIOCTYIIa K CBOMM OaHKOBCKHUM
cyeTaM.

Cnpaeouno.
3a nepsvie mecayvr 2021 2o00a yoice 3aguKkcuposar pocm Koauuecmed

XuweHuti ¢ 6aHKOBCKUX Kapmouek benopycoe bonee yem Ha 270% no cpasreruro
¢ amum dce nepuodom 2020 zcooa.

[IpectynHUKM  3aBia/ieBalOT  PEKBU3UTAMH, HEOOXOIUMBIMH  JISI
OCYILLECTBJICHUS ~ NPECTYMHBIX  TpPaH3aKUWH, MOCPEICTBOM  CIIEAYIOIINX
CIIOCO0OB:

1. «Quwuney. IOTOT HEODUUMAIBHBIA TEPMUH MPOUCXOAUT OT
anriuiickoro «fishing» («pweiOHas JnoBas»). B KadecTBe cBOCOOpa3HO
«yJAOYKW» TPECTYNMHUKU HCIONB3YIOT CIENUaIbHO CO3JaHHBIA WHTEPHET-
caiit ¢ opmoif BBOJ]a Ha HEM PEKBU3UTOB JOCTyNa K OAHKOBCKOMY CUETY, a
B KAUECTBE «HAXKMBKW» — HEKUW COOOIICHHBIN MOTEpIEBLIEMY MPEAJIOT IS
Nepexo/ia Ha 3TOT CAlT U 3aMOIHEHUS IIATEKHBIX PEKBU3UTOB.

Hanpumep, mnpecTynmHHK OTCIE€KMBaeT Ha uWHTepHeT-caiite kufar.by
CBEXXHE OOBSBICHUS O Mpojaxe yero-mnbo. [IpocMoTpeB aboHEHTCKHIT HOMED
aBTOpa 0OBSABIIEHUS, HAXOJUT €r0 B 0JJHOM U3 MecceHmkepoB (Viber, Telegram,
WhatsApp) u BCTynaer B NMepenucKy, SKOObI JKellasi KyIUTh BbICTABICHHBINA Ha
NpOJaXy MpeaAMET. 3aTeM NepechUTaeT B MECCEHIKEPE CChUTKY Ha TOJICTbHYIO
CTpaHHUILy TPEAOIUIaTh, I7I€ MPOJABIY HY>KHO BBECTH PEKBU3UTHI CBOEH KApPThI
JUIL TOTO, 4TOOBI MONyYyUTh AEHbIM OT mokynarens. I[lpu nepexome no
TUTIEPCChIIKE HEBHUMATENIbHBI HHTEPHET-TI0Ib30BaTENb MOKET U HE 3aMETUTh
MOJIMEHBI, TaK KaK MOJOOHBIE CTPAHHUIbI BU3YAIIbHO CXO0XH C O(opMIIeHHEM
caiftoB u3BecTHbIX cepBucoB (Kydap, EPUIL, CDEK, bennoura, caiftbl
pa3IMYHbIX OaHKOB U Jp.). AJpec MOJJEIbHON BEO-CTPAHUIIBI TAKXKE MOMKET
HAIIOMHHATh peaTbHBIHI (kufar-dostavka.by, erip-online.com,
belarusbank24.xyz, cdek-zakaz.info u np.). Ecnm sxeprBa «momamercst Ha
yIOUKY» W 3alOJHUT (POpPMY, COOTBETCTBYIOIIME PEKBU3UTHI AOCTyNa K
OaHKOBCKOMY CYETYy OKaXXyTCsl y MpecTynHuka. Uepe3 cuMTaHHbIE MUHYTHI
37I0YMBIIIJICHHUK OCYIIECTBIISET JTOCTYN K OAaHKOBCKOMY CUETY M IMEPEBOAUT
JICHEeXKHbBIE CPEACTBA HAa KOHTPOJIMpPYEMble KM OaHKOBCKHE CuUeTa WU
AIIEKTPOHHBIE KOIIEIBKH, 3aPETUCTPUPOBAHHBIC HA MTOJICTABHBIX JIHII.
Cnpasouno.

Haubonee uacmo ona cogsepuienus maxkoeo euoa KubepnpecmynieHuu
6 benapycu 6 2020 200y ucnonvzosanace unmeprnem-niowjaoxa « Kufary.
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Tax, 6 2018 200y nocpeocmeom Hee ObLIO  COBEPULEHO
51 npecmynnenue, 6 2019 200y — 126, 8 nepsom noayeoouu 2020 2ooa — 102,
60 emopom nonyeoouu 2020 200a — 3 778.

['unepcchuiky Ha (PUITUHTOBBIE CAUTHI MOTYT MIEPECHUIATHCS HE TOIBKO
B XOJI€ MEPENUCKH B MECCEH/KEpaX, HO M MNpU OOUIEHUH B COLMATBHBIX
CEeTAX, a TAKXKE pa3MelniaThCsl Ha JIPYTUX caiTax, SKOObI YTO-TO MPOJAIOIINX
WJIU TIOKYTIAOIIUX.

B mociienHee BpeMsi y4acTWINCH CJOYy4Yad CO3JMaHUSA (PUITHHTOBBIX
CaliTOB, OPUEHTHPOBAHHBIX MO/ 3aNMPOCHI MOJIb30BaTe/Ieil B MOUCKOBBIX
cucremax. ['paxmane nomamarot Ha HUX npsamo U3 Google u SAnmgekca mocie
3anpocoB Tumna «bemapycOaHk JnuuYHBIA KaOuHET», «bemarponpombank
WHTEpPHET OAHKUHI» U T.J. YBUJEB 3HAKOMBIM 3arojIOBOK U JIOTOTUI CaiiTa B
BbIJIJaY€ PE3yJbTAaTOB MOWMCKA, HO HE YJOCTOBEPHUBIIUCH B COOTBETCTBUU
aapeca cailita JACHCTBUTEIBHOMY JOMEHHOMY HWMEHHM OaHKOBCKOIO
YUPEKJICHUS, MOTEPIICBIITNN 3aMOJHICT OTKPBIBINYIOCS (hOPMY aBTOPHU3AIIHH,
JaHHBIC KOTOPOM OTHPABIISAIOTCSA HE 0aHKY, a IPECTYITHUKY.

Cnpasouno.
3auacmyio npu noomene OpUSUHATLHLIX CAUMO8 QUIUUHCOBLIMU 6

UMEHAX OAHHBIX Pecypco8 YKA3aHubl HAUMEHOBAHUS, CO38YYHbIE C

HA36aHUAMU OAHKOBCKUX YyupedcoeHull u cepsucos: belarusbank-erip.online,

ibank-belapb24.com, epey.by, e-rip.cc, erip.cC u unwvie. Ilpoiios no maxomy

Ganvu-aopecy u 66e0si KOHPUOSHYUANbHbIE C8EOeHUs, YeNl08eK OMNPaAsUm
UX HENOCPeOCmMBEeHHO MOUEHHUKY.

2. «llomowp Opyey». JlaHHbI cnocoO mpecTyrieHuid Obul HambOoJiee
pacopoctpaned B 2017-2019 romax, HO HE MOTEPsIT CBOEH aKTYyaJlbHOCTH U
cerogas. CHauanma TPECTYNHUKH TyTeM TMOA00pa Maposisi Wi (PUIIMHTA
OCYUIECTBIISIFOT HECAHKIMOHUPOBAHHBIA JOCTYN («B3JIOM») K CTpaHULIAM
conrayibHbIX cerel (B ocHoBHOM — «BKourtakTtey). Ilocie »Toro wnHbIM
MOJIb30BATENSIM, JOOABJICHHBIM B pasnien «Jlpy3bs» B3JIOMaHHON CTpaHUIIbI,
pacchbUIaloTCs COOOIIEHUs € NPOCchOOi mpenocTtaBuTh (Qororpaduio wiu
JaHHbIE OAHKOBCKOM IIJIATEKHOM KapThl IMOJ Pa3IU4YHBIMHU IPEAJIOramu,
HaIpUMep, YTOOBI CPOYHO CJIeNaTh KaKOW-TO OE3HAIMYHBIA TUIATEX, TaK Kak
KapTouka OOpaTWBIIETOCS SKOOBI 3a0iokupoBaHa. Takke 370YMBIILIICHHUK,
CKPBIBAIOIIMICS TTOJ UMEHEM JIPYTa, MOXKET MPOCUTh MIEPEBECTU EMY Ha KapTy
OMPEJICTICHHYI0 CYMMY JICHET B CBSI3U C BHE3AITHBIM MOMNAaJaHUEM B CIOKHYIO
YKU3HEHHYIO CUTYaIrio. JIoBepUMBbIN MOJIB30BATENb, T0JIaras, 4YTo OOIaeTCs
C HACTOSIIIIUM BIIQJICIbIIEM CTPAHMUIIBI, MEPEBOJIUT JEHBIU JUOO COOOIIaeT
MPECTYMMHUKY PEKBU3UTHI CBOCH OAHKOBCKOW KapThl (a 3a4acTyro — U KOJ
0€30IMacCHOCTH, BBICBIIAEMBIN B SMS-coo01iennn 0OaHKOBCKUM
YUPSKICHUEM), TIOCIAE YEro C €ro KapT-cueTa IOXHIIAIOTCS JICHEKHBIC
CpEICTBa.

Cnpasouno.
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Ewe 00num eudom mowennuvecmea 8 COyUanbHbIX cemsx, C8A3aHHbIM
C NOMOWbBIO OpyeuM JH0SM, SBNAEMC OeAMeIbHOCHb (Patbuiugbix
On1azomeopumenbHuIX oHo0s, KOmMmopwvle 0Cyuecmeaom coop oenez Ha
Jeuenue. B makux cnyyasx — MOWIEHHUKU — €0O304l0m  2pynny u
PACNpoOCMpaHsAOm UHGOPMAyuo 0 mom, 4mo sAKoObl HYHCHbL Cpedcmsea 0
JleueHUst msdHceno00abHo20 uenoseka (0cobeHno uacmo — pebenxa). Ymoowt
He nonacmvca HaA YOOUKY MOUIEHHUKOB, HE00X00UMO 6ce20a
3anpawiugams OOKyMeHnbl U 0ONOJTHUMEIbHBIE CBCOCHUS.

3. «Buwune» MporCcXoIuT OT aHrmickoro «voice fishing» («roiocoBoi
(GUIIUHT» WM «r0J0COBast PhIOHAs JIOBIIA»). JIaHHBIM CHOCOO BBIpayKacTCs B
OCYIIICCTBJICHUM 3BOHKAa Ha A0OHEHTCKUI HOMEp ITOTEPIICBIICTO WJIU B €0
aKKayHT B Meccenmkepe (B ocHoBHOM, 310 Viber mmm Telegram). B xone
rOJIOCOBOTO OOIICHHUS TPECTYIMHUK MPEACTaBisieTcs pabOTHUKOM OaHKa WiId
npaBooxpanurenbHoro oprana (MBI, KI'b, CinencTBeHHOro KOMUTETA) U MOJ
BBIMBIIIJIEHHBIM  MPEUIOroM (TpeceyeHue TMOJ03PUTEIIbHON  TpaH3aKIuHy,
MOBBIIICHWE YPOBHS 0OE€30MaCHOCTU TIOJB30BAaHUS KapTOM, MepenpoBepka
MAaCMOPTHBIX JIaHHBIX BJajaesblla OaHKOBCKOTO CYeTa WU T.J.) BBIICHSET Yy
MOTEPIEBIIETO CBEJACHUS O HAIMYUKM OaHKOBCKMX TUIATEKHBIX KapTOUeK,
cpokax ux aeictBus, CVV-komax (Tpex3HauHbIA KOJ Ha OOpaTHOM CTOPOHE
KapThl), MACHOPTHBIX HaHHBIX, SMS-KOomax ¢ LENbI0 XHUIICHUS JIEHEKHBIX
cpenctB. B psnge choydaeB  3J0YMBIIUICHHMKAM  W3BECTHBI  HEKOTOPHIC
PEKBU3UTHI OAHKOBCKUX IIATEKHBIX KAPTOUEK, a TAK)KE aHKETHBIC JIAHHBIE JIUII,
Ha UMSI KOTOPBIX OHU BBITYIIICHBI.

B OonblIMHCTBE cilydaeB MPU COBEPIICHUU 3BOHKOB MPECTYMHUKU
ucnosb3ytot [P-tenedonuto.

Cnpasouno.

Vnpowenno, |P-meneghonuss — smo cucmema menegponnoil cesa3u
nocpedocmeom cemu  HMumepunem, npedocmasisiowass 603MONCHOCHb
OCyujeCmenienuss 360HKO8 U  20J0C08020 OOWEHUs U3 CHeYUalbHbIX
NPUNOJNCEHUN C AOOHEHMAMU MOOUNLHBIX U CIMAYUOHAPHBIX MenehOHHbIX
cemeil.

Ilpu maxom 6xodsiyem 360HKe Jicepmea GUOUM HA  IKPAHE
MOOUNbHO20 menedhoHa b0 NOOMEHHbIU HoMep, AUO0 Oadxce KOPOMKUU
HOMep OaHKa: Cco8peMeHHble NPOMOKOAbl MOOUTbHOU menie@oHuu U
PAa3uyHble  KOMNbIOMEPHbIE NPOSPAMMbBL  NO3BONAIOM  OCYUWECmEIAmb
noooouvle menegonnvie 36ouku. Ceou ycuyeu 6 >3mom npeonazaom
PAa3uyHbLe NIAMHbLE CEPEUCHL U CALIMbL.

s mozo, umobvl 00OCMOBEPHO YCMAHOBUMb, AGIAEMCS U HOMED, C
KOMOpP0o20 NOCMYNUNL 360HOK, AOOHEHMCKUM HOMEPOM MeNeh)OHHOU cemu
unu uoenmuguxamopom IP-menegonuu, Heobxo0umo Hanpasums 3anpoc

(3anpocwl) 6 coomeemcmeyrowue MmereKOMMYHUKAYUOHHbIE OP2AHU3AYUU
Pecnyonuku Benapyce.

HOCJIGI[CTBI/ISI HNCITOJIBb30BaHUA 3JIOYMBIIINICHHUKaMH HOI[O6HOFO
CIT0c00a MOIIIEHHUYECTBA OBIBAIOT BEChMa NCYaILHBIMH.



Cnpaeouno.

Tax, nanpumep, 6 konye mapma 2021 200a 310yMbluIeHHUK NO380HUL
uyepez Viber 66-nemmueii owcumenvnuye bopucosa u npedcmasuics
compyOHUKoMm cydicovl bezonachocmu 6anxka. On cooOwun, Ymo 8 yensx
npeceyeHus XuwjeHus ¢ OAHKOBCKOU WIAMENCHOU KAPMOYKU IHCEHUJUHE
HE0OXO00UMO  YCMAHOBUMb  ONPEOeNIeHHOEe  NPUNONCEHUe  VOAIeHHO20
oocmyna, cooouums Ko0bl Kapmsl U NPUCTAMb CKPUHUOMbL U3 MOOUTLHO20
baukuHnea, umo oua u coenana. Ilozoice, 3an0003pus HeraoHoe, NeHCUOHEPKAa
nowia 6 OAHK U OOHApydCUNa, Ymo ¢ ee Kapm-cyema nponano noumu 40
mulcay pyoneu.

4. Ceob600HbIll docmyn Kk bankosckol kapme. He Bcerma st XUIeHUS
c OaHKOBCKHMX CYETOB HCHOJB3YIOTCS XUTphIE CXeMbl. B psne ciydyaeB
NPUYMHAMHU 3TOTO CTAHOBATCA yTepsi OAHKOBCKHMX KapT, OCTABICHHE HX B
JETKOJOCTYITHOM MECT€, UX TMepelnada MHBIM JUIaM JJis OCYIIEeCTBICHUS
pa3oBbix Iulatexkeil. Ilpu 3TOM yBenuuyMBaeT pUCK ocTaTbecs 0e3
3apaboTaHHBIX JE€HEXKHbIX cpeactB xpaHeHue PIN-xoma psgom c kaproi
(HampuMep, 3amMcaHHBIM Ha OyMa)kke B KOIICJIBKE WJIM Ha CaMOM
OAHKOBCKOM KapTe).

Pa3HOBUIHOCTBIO TOJOOHOTO JIETKOMBICIHS  SBJISIETCS.  XpaHEHUE
dboTonzobpakeHnii 6AHKOBCKUX KAapT WM MJIATEKHBIX PEKBU3UTOB B MAMSTH
MOOMJIBHOTO TenedoHa, B TOYTOBOM AaKKayHTE WM JAUCTAHIIMOHHOM
oOnauHoMm Xpanwiuine. [Ipy HECaHKIIMOHMPOBAHHOM JOCTYNE K TaKOMY
XpaHWIWILY TPECTYITHUK TIOJy4aeT H OeCHpensaTCTBEHHBIA JOCTYyH K
O0aHKOBCKOMY CYETY €ro BIaJIelblia.

5. lloxynka ¢ npedonnamoti. Hanbonee NpUMHUTHUBHOW, HO OT 3TOTO HE
MeHee paboTaroreii (GopMON HHTEPHET-MOILICHHUYECTBA SIBJISICTCS pa3MelleHNe
MPECTYITHUKAMH Ha BUPTYAJILHBIX TOCKaX OOBSIBICHUHN, TEMATHYECKUX CaiiTax, B
COITMAITLHBIX CETSIX, TPYMIax MHTEPHET-MECCEHKEPOB OOBSIBICHUIN O MPOJAKE
KaKkHUXx-T100 TOBAPOB MO «OpocoBbIM» LieHaM. Ho aJis mosrydeHus ToBapa (SIKoObl
MOCPEICTBOM TIOYTOBOM TMEPEChUTKA WM CIYXKObl JOCTaBKU) TpedyeTcs
NEPEUUCIICHUE TPEJOIUIaThl WM 3aJaTka Ha YKa3aHHBIE «IIPOIABIIOM
OaHKOBCKYIO KapTy WM 3JIEKTPOHHBIN Komenek. [IpaBaa, mocie nepedncienus
OKHJIa€MbIM TOBAp TaK U HE MOCTYMACT, & «IIPOJIABEI MEPECTaeT BHIXOAUThH HA
CBSI3b.

6. Illanmaoic. B HEKOTOPBIX CIydasiX 370YMBIIIIICHHUKH MOTYT YIPOXKaTh
pasriamieHueM Pa3lIMYHbIX  KOMIPOMETUPYIOIIMX CBEACHHUH C  IEJbI0
BBIMOTaTeIbCTBA. HampuMmep, MONMy4YHB HECAHKIIMOHUPOBAHHBIM JOCTYN K
WutepHer-pecypcamM  (CTpaHMIIaM B COLIMAIBHBIX  CETAX, IEPEIHCKe
DJIGKTPOHHBIX TOYTOBBIX SIIUKOB M OOJIAYHBIM aKKayHTaM) W 3aBJaJicB
W300paXCHUSAMH, HE TMPEAHA3HAYEHHBIMUA I IMyOJMYHOTO MPOCMOTPA,
NPECTYITHUKN BCTYMAlOT B TIEPENUCKY C TMOTEPIICBIIUMHU, TpeOysl pa3HbIC
JICHS)KHBIE CYMMBI W yTpOXKasi B Cllydae OTKa3a paclpOCTPaHUTh MX B CETH
HNurtepner.
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(. Unvle mowennuyecmea. Takke MOXHO BBIICIUTH €€ HECKOIbKO
THIIOB MOLLIEHHUYECTBA, KOTOPBIE B HEAABHEM MPOLUIOM 3a4acTyl0 YCIEIIHO
UCIOJI30BAJIUCh Ha Tepputopuu Pecryonuku benapych:

o [TpocbOBI MOMONHUTE CYET ONPEAEIIEHHOTO HOMEPa MOOMIIBHOTO
TenedoHa WIM IUIATEXKHOM KapTel B BuAe: «Mama, MONOJIHU CUET Ha
20 py6uneii. MHe He nepe3BaHUBa — O3KE Mepe3BoHI0. HykHO cpodHO!».

o 3BOHOK C HOMeEpa Jpyra WIM pPOJCTBEHHUKA, B KOTOPOM
coOeCeTHUK yTBEPKIAET, YTO OH COTPYAHUK IMPABOOXPAHUTEIbHBIX OPraHOB,
IPOCHUT BO3HArpaxkJeHue, o0enas npeJoTBPaTUTh BO30YKIECHUE YTOJIOBHOTO
JieJia B OTHOUIEHUU OJIM3KOTrO YeJI0BEKA.

o Koraa MoneHHUK 3BOHUT U Cpa3y OTMEHsSET BbI30B. llepe3BoHUB
Ha OTOOpA3UBIIMICA HOMEpP, AOOHEHT CJBIIIUT ABTOOTBETYHMK WIIA TYIKH, B
3TO BpeMs CO CYeTa €ro MOOMJIBHOTO Telle(pOHA CHUCHIBAIOTCS JIEHBIHU, TaK
KaK BBI30B COBEpPLIAETCA C MPUMEHEHHEM IEpeaapecalid Ha IUIATHBIA
HOMED.

° Korna npuxoaut SMS-coo01ieHue 0 HEKOEM BBIUTPHINIE, MOCTE
4yero abOHEHTY NpeaJiaraloT OTIPABUTh IJIATHOE COOOIIEHUE B OTBET WJIU
OTIPAaBUTh HEOOJBIIYI0 CYMMY Ha OaHKOBCKYIO KapTy Uil TOJy4EHHS
«JDKEBBIUTPHILIAY.

° Korna npuxoaut SMS-coo0iiieHre ¢ TUnepcChUIKON, MPONIs 1Mo
KOTOPOU MOJIb30BAaTENb 3aIYyCKAET MPOLECC CKAUMBAHUS BUPYCA.
° Korga moctynmaer 3BOHOK OT «IPEICTABUTENS COTOBOTO

omeparopa», BO BpeMs KOTOPOTO  3JIOYMBIIUICHHUKH  MpejiararoT
nepepeructpupoBatb SIM-kapty. Ilpm »TOM mONB30BaTENBL  BBOJHUT
crieuaIbHbIN KoJl win otapasisier SMS-coobuienue, nocie yero ¢ 6anaHca
€ro MOOUJILHOTO TesiedOHa CITUCHIBAIOTCS JICHBIU.

° Korna npuxomutr SMS-cooOiieHue Wik TMOCTyINaeT 3BOHOK, B
X0JI€ KOTOpOro coobIiaercs, yTo aboHeHT He omtatui mrpad. [locne storo
YeJIOBEKY TMpejiaraeTcs MPOU3BECTH €ro OIuiaTy, MEePEeYUcCIUB JEHbIM Ha
«CTEIUAIIbHBINY PACUETHBINA CUET WJIU MOTMOJHUB OAHKOBCKUM CUET.

° Kornga npuxoaur SMS-coobmienue ¢ uHdopMaiueit o ToM, 4To
MJIaTeXHasik KapTa 3a0JIOKUpPOBaHA, M YKa3bIBAaETCSI HOMEp, MO KOTOPOMY
MOXHO TMOJIY4UTh CIHpaBKy wWid moMmonls. llocie 3BoHkKa y abOoHEHTa
3anpamuBaoT PIN-koa, CVV-kon (Tpex3HauHblil Ko Ha 0OpaTHOM CTOpPOHE
KapThl), HOMEP KapThl U IPyTrue JaHHBIC, HEOOXOIUMBIE JIJISi CHATHUS JCHET C
OaHKOBCKOTO CYETa.

Kakue cnocoobl mowennuuecmea ov16arom 6 OMHOUICHUU IOPUOUYECKUX
JIUY U UHOUBUOYAIbHBIX npeonpuHumameien?

KubepnpectyrieHus: NpuiuHSIOT yiiepd HE TOJILKO TpaxkaaHam. Yacto
JIEUCTBUS  3JIOYMBIIUJICHHUKOB HAIPABJICHbl HA 3aBJIAJICHUE JICHE)KHBIMU



CpEICTBAMH  KPHUAMYECKHX JMI (NPeANpUATHI, YUYPeKIAeHUH U
OpraHM3anmii) M HHIMBUAYAJIbHBIX mpeanpuHumaresaeid. Ho u 3xmech
IJIaBHBIM  YCJIOBHUEM, JAlOIIMM BO3MOYKHOCTb  COBEpILIEHUS MOJIOOHBIX
370JESHUM, SIBISIETCS  «YEJIOBEYECKHil (akTop», T.e. TIpyOble OIIMOKH,
JIOITyCKaeMble padOTHUKaMH: OT PYKOBOJUTENEH 0 ceKpeTapei, OyXrairepos
Y MEHEIKEPOB. Bee yallie moTeprneBIIMMH CTAHOBSTCS TE FOPUANYECKHE JTULA U
VHAUBUAYAIBHBIE  MPEANPUHUMATENHN, KOTOPHIE  OCYLIECTBIISIIOT — CBOKO
JESATENIbHOCTD P TOMOIIH 3apyOeKHbIX KOHTPAreHTOB.

Cpenu HauOonee TUIMYHBIX (OPM TOCIATaTeNbCTB XaKEepoOB Ha
JICHEKHBIE CPEACTBA M OXpaHIEMYI0 HH(POPMAIUIO OPUIUYECKUX JIULL
sBisitorcss BEC-amaku (ot anrmuiickoro: «business email compromise» —
KOMIIPOMETAIMsI OU3HEC-TIEPETIHCKH ).

Peanmmzanmss momoOHOW CXEMBl XMINEHHS BO3MOXHA ITOCPEIACTBOM
MOJYYEHHS] HECAHKIIMOHHUPOBAHHOTO JOCTYNa K 3JEKTPOHHOW MOYTE OJHOMU
U3 CTOPOH CHENKW. B 3Tol cuTyauuu 3JI0yMBIINIJIEHHUKHA OOJagaroT
uH(popMaluend o npeaMeTe, YCIOBUAX JOITOBOPAa U MOTYT BECTH NEPEMUCKY,
HE BbI3bIBas MOAO3PEHUsS (B cilydae HEOOXOAMMOCTH MMH HaIpaBISIOTCS
JOTIOJIHUTEIILHOE COTJIallleHne, cueT-mpodopMa (MHBOKC) C M3MEHEHHBIMU
pEeKBUM3UTAMH  OaHKOBCKOTO  CyYe€Ta W KOHTAKTHBIMH  JIaHHBIMHU
npeacTaBuTeNe (GUPMBI MyTEM UX «HAJTOXKEHHUS» HA TOJITOTOBIICHHBIC pPaHEee
Y COXPAHEHHBIE B COOOIIEHUAX JOKYMEHTHI).

Kpome TOro, wumerorcs ciayuyau, KOraa OT HMEHH O€JIOpYCCKHUX
CyOBEKTOB XO3SMCTBOBAHHUA IOCJIE B3JIOMa MX KOPIOPATUBHOM TOYTHI B
aapec 3apyOeKHbIX TMAPTHEPOB TAKXKE HAMNPABISUIUCh MKCbMa, CYETa-
npo@opMbl ¢ M3MEHEHHBIMM OaHKOBCKMMHU peKBU3UTaMu. B pesyibraTe
JICHEKHBIE CPEICTBa, MPUYMUTAIOLIMECS OENOPYCCKUM MPEANpUsATUIM 32
IIPOMU3BEJICHHYIO (IIOCTaBJICHHY) MPOAYKLMIO, IEPEBOJMINCh Ha cyeTa
MOIIEHHUKOB.

Taxke  BO3MOXKHA  CUTyalus, Korjga IIOCJ€  COTIJIaCOBaHUs
CYILIECTBCHHBIX YCJIOBUH KOHTpakTa ¢ 3apyOeKHbIM MapTHEPOM, a B
OTHENIBHBIX CJIy4YasX W €ro IMOJINWCAHMUSA, Ha DJIEKTPOHHYIO IOYTY
opraHuzauuu (MpeanpusiTusa) MPECTYNMHUKAMH HAMNpaBisIeTcsl COOOUIEHUE
AKOObI OT MMEHU COTPYJHHMKAa MHOCTPAHHOI'O KOHTpareHta o0 M3MEHEHUU
PEKBU3UTOB OOCITYKMBAaIOIIEro OaHKa M HEOOXOAMMOCTH MEepPEeUUCICHUs
JICHE)KHBIX CPEACTB HA HOBBIM cueT. lIpm 3TOM ampec 3JIEKTPOHHOM MOYTHI
MOIIEHHUKOB MMEET CYIIECTBEHHOE CXOJACTBO C PEAJIbHBIM, YTO 3a4acCTYyIO
ocTaeTrcs He3aMeueHHbIM. [locmenyromas nepenucka ye OCyIecTBIAETCS C
kuOeprpecTynHuKkaMH. Jlajiee moJ1 mpeajgoroM OIaTbl TOBAPOB MHOCTPAHHBIX
KOMITAHWM W BCJEICTBHE MPEAOCTABIEHUS MO 3JIEKTPOHHOM MOYTE JIOKHBIX
O0aHKOBCKMX PEKBM3MTOB Ha CUYETa MOUICHHUKOB MEPEUUCIIAIOTCS JCHEXKHbBIC
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cpeacrBa CO CTOPOHBI CY6’B€KTOB XO3SIMCTBOBAHUS KaK rocy1apCTBCHHOIO, TaK
M 9aCTHOI'O CCKTOPAa SKOHOMUKMU.

Kak ne cmamo srcepmeoit kuvepnpecmynnenun?

1. Hukoraa, HUKOMY M HM IIPM KAKUX 00CTOAATEJIHLCTBAX HE CO00IATH
PEKBHU3UTHI CBOMX 0AHKOBCKHMX CYETOB U 0AHKOBCKHX KAapPT, B TOM YHUCIIE
JMIIaM, TIPEACTABUBIIMMCS COTPYAHHMKAMHM OaHKa WM MPaBOOXPAHUTEITHHBIX
OPraHoOB, MPH OTCYTCTBUU BO3MOYKHOCTHU JIOCTOBEPHO YOCIUTHCS, UTO 3TH JIFOIU
T€, 3a KOro ce0s BBIIAIOT.

B ciydae moctyriieHHsl 3BOHKAa «OT COTpyJHMKa OaHKa» HEOOXOIUMO
YTOYHUTH €ro (haMUIII0, HOMep TelehoHa, IOCIE YEro 3aBEPIIUTh Pa3roBop U
cCaMHUM TO3BOHUTH B OAHK.

HeoOxomumo mpuHUMaTh BO BHUMAHHUE, YTO pPeaTbHOMY COTPYIHHUKY
O0aHka W3BeCTHa Cieayromas uHpopMarus: (aMuaus JepxKarens KapThbl,
NACIOPTHBIE TAHHBIC, KaKKe KapThl 0(hOpMIIEHBI, OCTATOK Ha CUETeE.

He cnenyer coobmath B TenedOHHBIX Pa3roBopax (Iaxke COTPYIHHUKY
0aHKa), a TaKKe MOCPEACTBOM OOILIEHUSI B COLIMATIBHBIX CETSAX: MOJIHBIM HOMEp
KapTouku, cpok ee nevictBus, kojg CVC/CVV (Haxopsmuecss Ha 0OpaTHOM
CTOPOHE KapThl), JIOTUH U MapOJib K MHTEPHET-0aHKUHTY, TACIIOPTHBIC JIaHHBIE,
KOJI0BO€ CJI0BO (1iudpoBoit koa) uz SMS-cooOiieHui.

B cnyuae ecim «coTpyaHMK OaHKa» B pa3roBope COOOMIAET, YTO C
KapTOYKOM MPOUCXOAT HECAHKIIMOHUPOBAHHBIC TPAH3AKIMH, HEO0OXOIUMO
OTBEYaTh, UTO BbI MpHJIETE B OAHK JMYHO, — BCE MOJOOHBIE BOMPOCHI HYKHO
peliaTe B OTACICHUHN 0aHKa, a He 1o TeledoHy.

BHUMAHME: nomnume, umo compyOHUuku OAHKOBCKUX YYpeHCOeHULlL
HUK020ad He UCNONb3yIom OJisl C6a3U ¢ KiueHmom meccenodcepwl (Viber,
Telegram, WhatsApp).

2. [ oCyIIeCTBICHUS OHJIAWH-TIATe)KEeH HEOOXOIMMO HCITOIb30BaTh
TOJBKO HA/IC)KHBIE MIIATE)KHBIE CEPBUCHI, 00A3aTEJIbHO MPOBEPSAS JOMEHHOE
HM$ pecypca B aipecHOl cTpoke Opay3epa.

3. He cuaenyer XpaHuTh 0AaHKOBCKHE KapThl, UX ¢oTorpadpuu u
PEKBU3UTHI B MeCTaX, KOTOpPble MOTYT ObITh JOCTYNHbI MOCTOPOHHUM
JHMIAM; 3TO *e€ OTHocuTcs K ¢oTorpadusM U WHBIM BUAaM HH(OpManuu
KOH(UICHIIMAIBHOTO XapaKTepa.

4. CnenyeT BO31epP:KMBATBCA OT  OCYIIECTBJIEHUSI  OHJIANH-
IJIaTexe, CBA3aHHBIX € NMPEAOIJIATON M NMepevyucIeHrneM 3aJ1aTKOB 3a
TOBapbl U YCJIYI'H, 0JaroTBOPUTENHHON U CIIOHCOPCKOW MOMOIIH B MOJIb3Y
opraHu3anuii 1 GU3NIECKUX JUI[ MPU OTCYTCTBUHM JOCTOBEPHBIX NAHHBIX O
TOM, YTO Ha3BaHHbIE CYOBEKTHI ABIISIOTCS TEMH, 32 KOTO CE0sI BBIIAOT.
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5. He cTouT nepeyucisTe ACHEXHBIE CPEACTBA HA CUETA 3IEKTPOHHBIX
KOIIEJIbKOB, KapT-cueTa 0AaHKOBCKUX IUIATEKHBIX KapToyek, cueta SIM-kapt
1o npocsde noJib3oBareJieii cern UarepHer.

6. lns moctyma K cucTeMaM  JMCTaHIIMOHHOTO  OaHKOBCKOTO
oOcy)KuBaHUsl (MHTEPHET-OAaHKUHT, MOOWJIBHBIA OaHKWHT), 3JIEKTPOHHBIM
MOYTOBBIM SIIIIUKAM, aKKayHTaM COIMAIbHBIX CETe W WHBIM pecypcam
HeO0X0AMMO  HCNOJIL30BAaTh  CJOKHBIE  MAPOJH, HCKJIYAKIIue
BO3MOKHOCTb MX M0oA00pa. CTOUT BO3AEPKATHCSA OT MApOJIeH: AaT POKICHHUS,
UMEH, PaMIIIUI — TO €CTh TE€X, KOTOPBIE JIETKO BBIYUCIIUTD U3 OOIIEAOCTYITHBIX
VCTOYHHUKOB UH(OpMALIUY (HAIPUMEp, TEX K€ COLUAIBHBIX CETEH).

7. Ilpn cocTaBleHUM IUIATEKHBIX JIOKYMEHTOB Ba’KHO INPOBEPATH
IJIaTeKHbIE PEKBU3UTHI MOJIy4YaTeJ s IeHesKHbIX CPe/ICTB.

8. [Ipu MmOCTYyIUICHMM B COIMAIbHBIX CETSIX COOOIICHUN OT JIHII,
COCTOAIIMX B KATETOPUH «IPY3bsi», C TMPOCKOAMU O TMPeaOoCTaBICHUU
PEKBU3UTOB OAHKOBCKUX IUIATEKHBIX KAPTOUYCK He CJeAyeT OTBe4aTh Ha
nmoj00HbIE COOOIEHHS, a Heo0X0AMMO CBSI3aThCAd C JAHHBLIMH
M0JIb30BATEJSIMH HANPSIMYIO0 NOCPEICTBOM MHBIX CPEJACTB CBA3M.

O.1Ipu oOHapyxkeHUM (akTa B3JIOMa aKKAyYHTOB COIMAIbHBIX CETeH
HEOOXOAMMO HE3aMEeJIMTEIbHO BOCCTAHABIMBATh K HUM JOCTYIl C IOMOILBIO
CITy>KOBI TIOJACPKKH JTMOO OJOKUPOBaTh, a TaKkKe MPEayNpexaaTh 00 AToM
(axTe i1, ¢ KOTOPBIMH OOLIATUCH TOCPEICTBOM JIaHHBIX COLIUATIBHBIX CETEH.

10. Heqib3s1 OTKpbIBaTh (aiijibl, mocTynawinue ¢ HE3HAKOMbBIX
aJpecoB JJICKTPOHHOM TMOYTBI MW AKKAYHTOB MECCEH/JKEpPOB; HE
NEePEXOUTH MO CChIJIKAM B COOOIIEHUSAX O MPU3aX U BBIUTPHIIIAX.

11. Heo6xouMO  HMCHOJIB30BATH JIMIEH3MOHHOE NPOrPaMMHOe
o0ecrieueHre, peryJsipHo OOHOBJIATH NPOrpaMMHOe o0ecriedyeHUEe U
ONEPANMOHHYI0 CHUCTEMY; YCTAHOBUTHL AHTHUBHMPYCHYI0 NPOrpamMmy HeE
TOJIKO Ha TIEPCOHAIBHBIA KOMIBIOTEp, HO M Ha CMapTOH, TJIAHIIET U
perynsipHO OOHOBIISITH €€.

12. Crenyer 03HAKOMHMTHL € TMeEPeYHCICHHBIMH TNPaBUWIAMH
0€e30IIaCHOCTH CBOMX POACTBEHHHKOB M 3HAKOMBIX, KOTOpPbIE B CHIY
BO3pacTa WJIM HEIOCTaTOYHOrO YpPOBHS (DMHAHCOBOW T'PAMOTHOCTH MOTYT
ObITh OCOOCHHO YSI3BUMBI J1J1s1 IEHCTBUM KNOEPHPECTYTHUKOB.

Kakue cosemvt M0s#cHo 0amp 0pududecKum auyam, 4mool
ooezonacumo ceoss om mouieHHuyecmea?

1. BepIpaGoTrarh 4YeTKHIl IUIAH PearMpoBAHUS U O3HAKOMUTh
pabOTHUKOB C TMEPEYHEM CBEJCHHI, OTHOCSIIMXCS K KOMMEPYECKOU,
CITyXK€OHOW 1 MHOU TalHe.

2. HWckawouuth B CcBOeil  1eSTEJILHOCTH  HCHOJIb30BaHUE
0ecIIaTHBIX MOYTOBBIX CEePBHCOB, a TaKkKe NPUHUMATH
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JAOIOJIHUTEIbHbIC MEPbI 3AIUTHI KOPIMOPATUBHON 3JIEKTPOHHON NMOYTHI
(moaxtoueHue NByX(pakTopHON ayTeHTU(UKALUK, COOI0JIEHUE TPEOOBAHUIA
K CIOXXHOCTH TMAapoJisi M MNEPUOJUYHOCTH €ro CMEHbI, HCIO0JIb30BaHUE
AHTHBUPYCHOTO MPOTPAMMHOTO 00SCIICUCHHS).

3.  HeykocHutenbHO  co0JII0JaTHL  NpPaBWJIA  MOJb30BAHUS
CUCTEMOM TUCTAHIMOHHOT0 0AHKOBCKOT0 00CTY;KUBAHMS .

4. Co3maBaTb pe3epBHbI¢ KONHUHU MAHHBIX W XPaHWTh HX Ha
ChEMHBIX HOCUTEIISX.

5. IIpoBepsiTb NPaBUJIBLHOCTHL ajJpeca 3JIEKTPOHHON MOYTHI
KOHTpPAareHTa INpH IMOJYYeHHMH H OTIHPaBKe COOOILIEHWI, a TaKxke
NOAJIePKUBATh KOHTAKT C €ro IMpeIcTaBUTe]eM U COIJIacOBbIBATH
KJII0YeBbIe BONPOCHI JOMOJHUTENBHO MOCPEICTBOM HHBIX CPEACTB CBS3H
(TeneOHHBIX  TEPErOBOPOB, HUCIOJNB30BaHUS  (AKCUMUIBLHOM  CBSI3H,
MECCCHIKEPOB H IIp.).

6. He ucnojb3oBaTh padoumne ycTpoiicTBa B JUYHBIX IeJAX, a
CITY>KE€OHbIC SIIUKHU JIEKTPOHHOM MOYTHI — JIJII PETUCTPAIlMK HA TOPTOBBIX U
pa3BlieKaTENbHBIX OHJIANH-TIONIAIKAX.

/.  Hanxaauth cTPOruii 1eiiCTBEHHbIN KOHTPOJIb 32 COOJII0IeHNeM
yTBEePAJAeHHbIX Mep HHMOPMANUOHHON 0e30MACHOCTH (COOTBETCTBUE
IPOTrpaMMHOT0 00eCTICUeHH S, IPOBEPKA OTCYTCTBUSI HECAHKIIMOHUPOBAHHOTO
JOCTYTIa K BHETHUM WH(OPMAIMOHHBIM pecypcam | T.1.).

* k%

CoBpeMeHHBII MUpP XapaKTepU3yeTcs IUHAMUYHBIMU TJ00aTbHBIMU
nporeccamu. CoBepilieHCTBOBaHUE MH(DOPMAITMOHHOM cephl U oOecreueHue
ee 0E30MacCHOCTH CTAHOBUTCS OJHUM U3 KJIOUEBBIX MOMEHTOB, BJIMSIOIIUX
Ha OOIIIECTBEHHOE U TOCyJapCTBEHHOE pa3BuTHe Pecnybnuku benapych.

B 370l CBA3M B HalleW CTpaHE YJENSAETCS MOBBILICHHOC BHUMAHHE
o0ecreyeHun o 3aIMIIEHHOCTH UHGOPMAITMOHHOTO MIPOCTPAHCTBA,
nHGOPMAITMOHHON MHAPACTPYKTYPhI, UHOOPMAIIMOHHBIX CUCTEM U PECYPCOB.
B 4dacTtHOCTH, OTBETHBIE BEKTOPhI TOCYJIAPCTBEHHOM MOJUTUKA O0003HAYEHBI B
yrBepxaeHHoi 18 mapta 2019 r. Konuenumu nadopmaiiioHHoi 6€301macHoCTH
Pecriyosmuku benapych. B To ke Bpewmsi, kak ormetwi [Ipesuaent PecryOnmku
benapyck A.I'.Jlykamenko B xoae VI Beebenopycckoro HapogHOro coopanus,
HY’)KHO HE€ TOJbKO 00Jiee aKTHUBHO BBISIBIISITh U MPECEKATh HKCTPEMUCTCKYIO,
MOIIICHHUYECKYIO U UHYIO HE3aKOHHYIO JESITeIbHOCTh, HO U aKTUBHO PadOTaTh
HaJT TTOBBIIIICHHEM WH()OPMAITMOHHON TPAMOTHOCTH HACETICHHUSI.



